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1.0
INTRODUCTION
 

The United States (U.S.) Department of Energy (DOE), National Nuclear Security Administration (NNSA), Office of Secure Transportation (OST), Office of Transportation Technical Support (OTTS) requires support services for a wide range of security, environment, safety and health (ES&H).

 

2.0
BACKGROUND
 

The DOE, NNSA oversees the operation of a number of facilities in the continental  (U.S., which produce, store, or handle significant quantities of nuclear materials.  The OST is responsible for the safe and secure transport of nuclear weapons, special nuclear materials, and weapons components between production facilities and Department of Defense facilities via surface and air modes of transportation. These transportation operations are made in government owned over-the-road tractor-trailers, escort vehicles and transport aircraft, with high-level security provided by OST Federal Agents. The OST employs approximately 240 Federal Agents at three Federal Agent Facility locations: Albuquerque, New Mexico; Amarillo, Texas; and Oak Ridge, Tennessee.  In addition, the OST is also responsible for the technical and specialized training of the Federal Agents and the validation of their operational effectiveness through the Transportation Safeguards Training Center (TSTC) located at Fort Chaffee, Arkansas.  The TSTC was established for the purpose of providing entry level, intermediate, advanced, and continuation training necessary to counter and defeat any threat to the nuclear weapons materials entrusted to the custody of the Federal Agents. Since it’s establishment, the TSTC has evolved into a sophisticated, full-scale training academy, which provides continuing specialized and state-of-the-art training techniques for the agent force.  The Ft. Chaffee location also serves as the Central Supply Point for logistical support and other dispersed training locations throughout the U.S.  The training curricula includes such subjects as Tractor/Trailer Driving, Specialized Counter-Terrorism Driving, Intelligence, Counter-Intelligence, Firearms, Operational Readiness, Use of Force, Law Enforcement, Tactics, Close Quarter Battle, Leadership/Management, Field Medical, as well as Specialized Operations training.

 

3.0
SCOPE
 

3.1 Types of Services

The contractor shall, in accordance with the provisions of this contract, support the OST in the areas of Security, and Environment, Safety and Health.

 

3.2 RESOURCES

 

3.2.1 Contractor-Furnished Resources

The contractor must provide all of the personnel, equipment and material required to perform the work under this contract except for that which is identified as being furnished by the Government. 

Contractor personnel involved with Vulnerability Assessment Site Safeguards and Security Plan (SSSP) development, Unreviewed Safety Questions (USQ) or Safety Basis Analysis must be enrolled in Personnel Security Assurance Program (PSAP) due to the nature of the information involved.

 

3.2.2 Government-Furnished Resources

 

The government will provide computer equipment, software, and office space required to perform the work under this contract.

 

3.3 Location of Performance

 

The work to be performed under this contract shall be performed primarily at the OST facilities in Albuquerque, New Mexico.  The contractor may be required to support OST by conducting the above activities at the following sites: 

        Amarillo, Texas

        Oak Ridge, Tennessee

        Fort Chaffee, Arkansas

        Other satellite training sites as directed.

 
4.0
APPLICABLE DOCUMENTS
 

The contractor shall provide support services to OST in accordance with  OST policies and Procedures. 

        
5.0 - ENVIRONMENT, SAFETY, AND HEALTH (ES&H) PROGRAM SUPPORT 

 

Performance Objective  - The contractor will support, an ES&H program in accordance with federal, state, local laws, and applicable DOE directives.  The ES&H program includes:

· Firearms/explosive safety procedures 

· Training Oversight

· Transportation Risk/Safety assessments 

· Corrective Action Tracking System (CATS) Reporting

· Accident/injury reporting and/or investigations 

· Workers’ Compensation

· Integrated safety management 

· Student/staff indoctrination and training

· Hazard communications/Material Safety Data Sheets (MSDS) 

· Self Assessments/ Staff Assistance Visits

· Change Control

· Unreviewed Safety Question Program

· Technical Safety Requirements training and implementation

· Hazards Assessments and analyses

· Nuclear explosive safety support

· Safety Authorization Basis support

· Authorization Agreement

 

6.0 SECURITY PROGRAM SUPPORT
 

Performance Objective - The contractor must provide the following security support as directed by OST at Albuquerque, Ft. Chaffee, AR, three Federal Agent Facilities, off-site training venues, and other areas as required:

· Integration of operations security  - Ensure that the facilities include Operations Security (OPSEC) principles and practices in the daily operation of the facility. 

· Classified matter protection and control (CMPC)  - Develop CMPC processes and policies specific to OST operations and ensure OST facilities adhere to DOE CMPC guidelines.  Assist facilities in maintaining CMPC procedures on-site.  Ensure OST and associated contractors meets applicable reporting requirements and designates appropriate personnel to CMPC responsibilities.

· Classification- Provide, as needed, Derivative Classifier review of documents generated within OST.

· Physical Security-– Ensure OST’s facilities adheres to DOE physical security requirements, including review of Protective Force, Alarms, Access Controls, etc.  Assist facilities in identifying any deficiencies and provide guidance on how to correct deficiencies.  Conduct physical security surveys to identify requirements for any new construction or modification of existing facilities.

· Vulnerability Assessment and corresponding documents – Assist OST in developing the SSSP to include conducting research and analysis of postulated threats to the Transportation Safeguards System (TSS).  Draft documents to address issues raised regarding the security posture of the TSS. Maintain documents pertaining to the SSSP Working Group process such as meeting minutes and decisions made by the working group. Document change control issues stemming from the daily operations of the TSS that are deviations from the documented SSSP.  Assist OST with SSSP validation in conduct of Force-on-Force exercises to validate the SSSP to include data collection, documentation and follow up on issues.  Assist the OST SSSP Manager in communicating status and actions with OST management and Federal Agents.

· Incidents of security concern – Maintain OST’s incidents of security concern database and provide certified inquiry official review of reported incidents. 

· Self- Assessments and Staff Assistance visits – Conduct quarterly Staff Assistance Visits (SAV) at each OST facility which includes a review of local CMPC, OPSEC, and physical security requirements.  Coordinate directly with the facility’s On-Site Security Representative to ensure the SAV meets the needs of the local facility and addresses any real time concerns at the facility. Assist OST in conducting the comprehensive annual self-assessment, including a review of the security topical elements of Physical Security, Information Security, Personnel Security and Security Program management. Assist the On-Site Security Representatives in developing corrective action plans to resolve any documented findings.

· Performance Assurance Program support for physical and information security – Coordinate and conduct security-related Limited Scope Performance Tests (LSPTs) as identified in the OST Performance Assurance Program at each facility.  Ensure LSPTs are documented and provided to the Performance Assurance Program Manager.

· Coordination of Technical surveillance countermeasures-with the Albuquerque Service Center as needed. 

· Unclassified and Classified Security Plans  - Develop Site Security Plan template for the OST facilities to include addressing any new DOE security requirements.  Assist On-Site Security Representative in completing local Site Security Plans and review drafts prior to approval by the OST Facility Security Officer.
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